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Abstract– The area of intrusion detection is the central concept 

in overall network and computer security architecture. It is an 

important technology in business sector as well as in research 

area. By monitoring the computer and network resources, 

Intrusion Detection System (IDS) detects any of the misuse or 

unauthorized access which is basically an attack to these 

resources. Then it alerts and informs administrator for 

occurrence of an intrusion. Several methods can be used to 

detect an intrusion. In this paper, we have discussed the 

introduction of intrusion detection system, its types and then 

different techniques that are commonly used. This paper will be 

helpful for the new researchers who want to know the basic 

knowledge of intrusion detection systems. It will help them to 

understand what intrusion detection is and what are the 

techniques commonly used for it.  

 

Index Terms– Intrusion Detection System, Security, Resources 

and Techniques 

 

I. INTRODUCTION 

A) What is Intrusion Detection? 

The process of examining the events [1], [3]-[5] occurred in 

a computer system or network resources, then analyzing them 

for the indications of intrusion and probable incidents that can 

cause threats to security measures, is called Intrusion 

Detection. Intrusions are usually caused by 

intruders/attackers, who want unauthorized and additional 

privileges to particular system or network for their own 

purposes [1]. 

B) What is an Intrusion Detection System? 

Intrusion Detection System (IDS) is defined as the software 

or hardware product, [1] which focuses and identifies 

probable incidents caused by attackers, monitors information 

about those intrusions, tries to terminate them, and produces a 

report for security administrators [2] in real-time 

environment. So, Intrusion Detection System can be 

considered as a security operation that complements 

protection, e.g., firewalls [7]. It also helps to provide security 

and prevention against various intrusions caused by the 

attackers. 

 

This is the brief introduction of intrusion detection systems. 

In section II, we discussed the background of intrusion 

detection systems. Section III is the literature survey; in which 

functions, approaches and classifications of IDS are 

discussed. In section IV, we discussed different techniques 

used for intrusion detection. Some of the issues and 

challenges are discussed briefly in section V and conclusion is 

given in section VI. 

II. BACKGROUND 

For about two decades, intrusion detection has been an 

effective field of research [9]. In 1980, James Anderson 

published a paper, “Computer Security Threat Monitoring and 

surveillance”, which was one of the earliest papers in the field 

[7], [9]. Between 1983 and 1986, Dorothy Denning and Peter 

Neumann began working on government project related to 

IDS development; they researched and developed the first 

model of real-time IDS [7], [10], [14]. The prototype was 

named the “Intrusion Detection Expert System (IDES)” [14]. 

In 1980s, some attacks on the internet sites were done by 

experienced intruders. They used automated tools and exploit 

scripts for the attacks. But nowadays, anyone can intrude by 

the use of such tools [9]. From 2006 to 2010, number of cyber 

incidents has increased from 5000 to 35000 as shown in      

Fig. 1; so there is a dire need to deploy IDS in network 

security model [7]. 

III. LITERATURE SURVEY 

A) Functions of intrusion Detection 

Functions of intrusion detection are: 

 Observe and Monitor: Used to observe and monitor 

user, network and system activities for any suspicious 

events [7], [19]. 

 Recognize patterns: Has ability to recognize patterns of 

attacks [7]. 

 Reports on Intrusions: Prepare a detailed report on the 

captured events. Then System Administrators use these 

reports to analyze abnormal activity patterns, system 

configurations and the security setup to determine 

vulnerabilities [7], [19]. 
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Fig. 1: Number of Cyber incidents reported to US-Cert [7] 

 

 Track user policy violation: Used to track user policy 

violations, assess system and file integrity [7]. 

 Logging of Events: On encountering a suspicious 

activity, the IDS records the information related to the 

observed activity [7], [19], [20].  

 Alerting System Administrators: IDS send alerts to the 

System Administrator via web pages, emails, messages 

etc, when any suspicious event takes place onto a 

database [19], [20]. 

 

B) Importance of Intrusion Detection System (IDS) 

Intrusion Detection System is important to implement in an 

organization for the following reasons [19], [21], [22]: 

 Behaves as an extra layer of protection and provides 

other security mechanisms. 

 Detects intrusions and other suspicious events. 

 Detects an attack in its initial stages when the attacker 

just starts to scan a port to determine vulnerable ports. 

 Prepares reports about the detected activities for system 

administrator. 

 An easy technique for analyzing the security measures. 

 

C) Approaches of Intrusion Detection System 

Approaches of intrusion detection system are: 

i. Misuse Detection 

ii. Anomaly Detection 

1) Misuse Detection  

Misuse detection is also called signature-based or rule-

based detection [10], [11]. In this detection approach, user’s 

activities are compared with the attackers’ known behaviors, 

to penetrate a system or network [12]. In misuse detection, 

gathered information is analyzed and compared with large 

databases for attack signatures [13]. 

Advantage: Misuse or signature-based detection is useful, 

because its detection rate is high and false alarm rate is low 

for known attacks [7], [10]. 

2) Anomaly Detection 

In anomaly detection approach, activities that are varied 

from already established patterns for users or groups of users 

are identified [12]. In this approach, profiles may be 

established for normal behavior of users, which comes from 

the statistics of data of users. When detection is performed, 

profile is compared with the actual users’ data. If the 

threshold value is above or greater than the offset, the user’s 

behavior is considered normal, and it is considered that he has 

no intention of attack. While, if the threshold value is less 

than the offset, user’s behavior is considered abnormal and 

attack can occur [10]. It means that it builds a baseline of 

what is normal. Normal behavior of network should be known 

before its implementation [7].  

Advantage: Anomaly detection can detect unknown attacks 

easily, but its misjudgment rate is high [10]. It can also detect 

previous unknown threats [7]. 

D) Classification of Intrusion Detection Systems 

Intrusion detection systems are classified as: 

i. Network-based IDS  

ii. Host-based IDS 

iii. Hybrid based IDS 

 

1) Network-based IDS (NIDS) 

Network-based IDS are standalone hardware appliances 

which include network intrusion detection capabilities [13]. 

They are mostly deployed on strategic point in network 

infrastructure [7] such as at a boundary between networks, 

virtual private network servers, remote access servers, and 

wireless networks [15]. NIDS monitors network traffic going 

through particular network segments or devices [15]. It can 

capture and analyze data to detect known attacks or illegal 

activities or analyze network and application protocol activity 

to identify anomalous and suspicious activity by traffic 

scanning [7], [15]. NIDS can also be referred as “packet-

sniffers”, because it captures and collect the data in the form 

of internet packets passing through communication mediums 

[7], [10]. 

2) Host-based IDS (HIDS) 

In Host-Based IDS, the characteristics of a single host are 

monitored and the events of that host are observed for any 

malicious activity. They can monitor network traffic, logs, 

processes, operations performed by applications, file access 

and modification, and any configuration change in system 

[10], [13], [15]. The deployment of HIDS is usually done on 

critical hosts. Critical host includes servers or systems that are 

publicly accessible and have some sensitive information [15]. 

They are placed on one server or workstation, where data is 

collected from different resources and machine analyze the 

data locally [7]. 
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3) Hybrid based IDS 

In Hybrid based IDS, both host-based and network-based 

IDSs are used simultaneously [7], [15]. 

 
 

 

Fig. 2: Classification of IDS [19] 
 

 

Fig. 2 shows that how intrusion detection system is 

classified. While Figure 3 shows the implementation of the 

types of IDS. 

 
 

Fig. 3: Types of IDS [23] 

 

IV. INTRUSION DETECTION TECHNIQUES 

Here, we will briefly discuss the most common techniques 

used to detect intrusions: 

Artificial Neural Networks (ANNs) 

Artificial neural networks provide flexible pattern 

recognition capabilities. In ANNs, special kind of training is 

given to the system so that it can recognize various arbitrary 

patterns that are provided to it as input data. When system 

fully recognizes these patterns it is then asked to match these 

patterns with the output produced. By matching various input 

and output arbitrary patterns, it is detected that intrusion has 

occurred or not [6], [15]. 

State Transition Tables 

In State Transition Table, sequence of actions performed by 

an intruder is described in the form of a state transition 

diagram and behavior of the system is observed. When it 

matches with identifiable compromised state and penetrated 

sate, an intrusion is detected [8], [15]. 

Genetic Algorithms (GAs)  

The function of Genetic Algorithms (GAs) is to imitate or 

mimic the natural reproduction system in nature. After 

undergoing recombination and various random changes, only 

the fittest individual will be reproduced in subsequent 

generations. In 1995, the application of GAs appeared in IDS 

research. It involves evolving a signature that indicates 

intrusion [15], [16]. Learning Classifier System (LCS) is the 

related technique, in which binary rules that recognize 

intrusion patterns are evolved [15]. 

Bayesian Network 

In Bayesian Network, graphical models have been 

introduced. These graphical models are defined by a set of 

transition rules, represented as probabilistic 

interdependencies. In this model, a conditional probability 

table and the state of random variables are described in each 

node. A conditional probability table determines the 

probabilities of the node in a state, given a state of its parent 

[15], [17]. This approach can handle incomplete data [15]. 

Fuzzy Logic 

Fuzzy Logic is designed to handle vague and imprecise data. 

To indicate an intrusion, a relationship between input and 

output variables is defined by creating different set of rules. It 

uses membership functions to examine the intensity of 

truthfulness [15], [18]. 

All the above techniques are further summarized in Table 1. 

 

Table 1: Techniques of IDS 

Techniques Functions 

Artificial Neural 

Networks (ANNs) 

System is trained by inserting 

related input/output data. This 

training is used afterwards to 

recognize arbitrary patterns, 

given as an input to the system. 

State Transition 

Tables 

Intrusion occurs or not is 

detected by comparing the 

behavior of the system with 

intruder’s state transition 

diagram. 

Genetic 

Algorithms (GAs) 

Mimic the natural reproduction 

system in nature where after 

certain changes, only the fittest 

individuals in a generation will 

be reproduced in subsequent 

generations. 

Bayesian Network Graphical models are introduced 

and deal with incomplete data. 

Fuzzy Logic Handles vagueness and 

imprecision. 

Types of 
IDS 

Host 
based IDS Network 

Based IDS 

Misuse 
NIDS 

Anomaly 
NIDS 

Hybrid 
Based IDS 

HUB  

Router  

Firewall  

Hybrid HIDS 
Implementation 

HIDS Implementation 
or Administrator 

Workstation 

NIDS Implementation 

Public 
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V. ISSUES AND CHALLENGES 

In spite of all these techniques of intrusion detection, 

security problems cannot be solved completely. Intruders can 

access the computer and network resources very cleverly 

using some efficient techniques. So there is a dire need to 

work on intrusion detection systems to make them more 

efficient so that they can not only alert the administrator about 

the attack but also have the capability to detect the type of 

attack. Using intrusion detection with firewall, anti viruses 

and with other security technologies, intrusions can be 

avoided [9], [24]. 

VI. CONCLUSION 

In this research paper, we have discussed that an intrusion 

detection system is the important part of the defensive system 

of computer and network resources. This system detects 

attacks and intrusions more accurately than any other security 

system and raises fewer false positive alarms. As it is an 

important security measure, so it becomes the need for 

organizations to implement this to detect the attacks and other 

malicious activities at preliminary stage.  
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