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Abstract— In this report we study some watermarking 

methods and the comparison result of their combination, the 

first one is based on the CDMA (Code Division Multiple Access) 

in frequency domain DWT(Discrete Wavelet Transform) noted 

CDMA-DWT ,CDMA in DCT(Discrete Cosine Transform )  

noted CDMA-DCT and  CDMA in spatial domain noted CDMA-

SD and its aim is to verify the image authenticity whereas the 

second one is the reversible watermarking (the least significant 

bits LSB and cryptography tools) noted RW and the reversible 

contrast mapping RCM its objective is to check the integrity of 

the image and to keep the confidentiality of the patient data. A 

new scheme of watermarking is the combination of the reversible 

watermarking and the CDMA method on the field of spatial 

domain  noted RW/CDMA-SD and second combination in   

frequency domain (DWT and DCT ) domain noted respectively 

RW/CDMA-DWT and RW/CDMA-DCT to verify the three 

security properties Integrity, Authenticity and Confidentiality of 

medical data and patient information. In the end ,we made a 

comparison between these methods within the parameters of 

quality of medical images. Initially, an in-depth study on the 

characteristics of medical images would contribute to improve 

these methods to measurements have been done on the 

watermarked image to verify that this technique does not lead to 

a wrong diagnostic. The robustness of the watermarked images 

against attacks has been verified on the parameters of PSNR 

(Peak Signal to Noise Ratio), MSE (Mean Square Error), MAE 

(Mean Absolute Error) and SNR (Signal to Noise Ratio) which 

show that the resulting quality of combination watermarking 

method is good in DCT than in DWT and spatial domain. 
 

Index Terms– Reversible Watermarking, CDMA-SD, CDMA-

DWT, CDMA-DCT, Integrity, Authentication, Confidentiality 

and Combination 

I.  INTRODUCTION  

ATERMARKING is a new technology which 

hopefully can help in that aim. Before applying 

watermarking techniques developed for medical 

imagery applications, it is important that the requirements 

imposed by medical image are carefully analyzed to 

investigate whether they are compatible with existing 

watermarking techniques. Different watermarking schemes 

have been proposed to address the problems of medical 

confidentiality protection and both origin and data 

authentication. In this work, a watermarking technique is 

adapted to provide the three properties of security 

authentication, confidentiality and the integrity of medical 

image and patient information. Image watermarking is the 

process of embedding into image specific information that 

helps establishing the ownership of the image. 

Watermarking techniques are divided in two categories.  

Spatial Domain Watermarking, where the least 

significant bits is replaced with watermark, and Frequency 

domain watermarking, where the image is first transformed 

to frequency domain and then the low frequency 

components are modified to contain the watermark. 

Watermarking can be applied in frequency domain by 

applying transforms like Discrete Fourier Transform 

(DFT) [10], Discrete Cosine Transform (DCT) [11] [16] or 

Wavelet transform (DWT) [12] [13] [16]. 

 This new technique based on combination the CDMA 

in DWT [1] [8] [9] [20] and the reversible watermarking  

noted RW/CDMA-DWT [2] [6] [8], the second 

combination the reversible watermarking (RW) and the 

CDMA in spatial domain [1] [3] [9] noted RW/CDMA-

SD[8] and the third combination the reversible 

watermarking and CDMA in DCT domain [17] [18] [19] 

[20] noted RW/CDMA-DCT. In section 2 the new 

watermarking paradigm is presented as a well designed 

scheme for the medical field. We give the main 

functionalities of our security system based on the 

combination the reversible watermarking and the CDMA 

in frequency domain (DWT and DCT) and spatial domain. 

Finally, the experimental results are presented to validate 

the proposed scheme. The techniques used for the 

comparative analysis of watermarking process are CDMA-

SD, CDMA-DWT, RW, RCM [14] [15], and the 

combination of CDMA-DCT and the RW.  

II. THE PROPOSED TECHNIQUE 

First methods either by applying the reversible 

watermarking technique on the medical image then using the 

CDMA communication method in spatial and the second  

W
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Fig. 1. Insertion RW/CDMA-SD 

 

proposed method is the combination the reversible 

watermarking technique on the medical image then using the 

CDMA method in DWT domain, then consult the results of 

insertion and extraction steps and we test the performance 

against different types of attacks. 

A. RW/CDMA-SD 

    By applying the reversible watermarking based on LSB bits 

and cryptography tools which give an image called 

watermarked image1, the CDMA-SD is applied to this image 

for given a final watermarked image. 

1). Insertion process 

The insertion RW/CDMA-SD has been shown in Fig. 1. 

2). Extraction Process  

• Using the step of the extraction CDMA process on the 

watermarked image.  

• The result will be used as watermarked image1. 

• Applying extraction reversible watermarking process on 

the watermarked image1 to extracting data from LSBs. 

• Convert binary to ASCII to get to "@" character     

represents the end of the data inserted. 

• Make a decoding key using the RSA inclusion K. 

• Separate the footprint (size unknown) of     Patient data 

and calculate the footprint of image to obtain the original 

ones. 

The extraction process is shown below in Fig. 2. 

B. RW/CDMA-DWT 

By applying the reversible watermarking and CDMA in 

DWT domain. 

 1). Insertion Process 

The insertion RW/CDMA-DWT is shown below in Fig. 3. 

 

 

 

 

 
Fig. 2. Extraction RW/CDMA-SD method 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
     

Fig. 3. Insertion RW/CDMA-DWT 

 

2). Extraction Process 

- Using the extraction steps of the CDMA method in DWT. 

• Generation of multilayer sequence with the same key 

insertion K. 

• Decomposition of the image with the DWT into a single 

resolution level. 

• The result will be used as a watermarked Image 

• Applying of extraction reversible watermarking method 

on the image result to get the original image. The 

extraction process is shown below in Fig. 4. 
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Fig. 4. Extraction RW/CDMA-DWT 

C. RW/CDMA-DCT 

By applying the reversible watermarking and CDMA in 

DCT domain. 

1). Insertion Process 

• The insertion process is the same of that of the insertion 

reversible watermarking process which gives the 

watermarked image1.  

• Considering this result as a new input or a new original 

image using the original watermarking dominates the 

CDMA in DCT domain. 

i. Process the watermarked image1 in blocks 

ii. For each block  

     - Transform block using DCT 

iii. Move to next block until found the watermarked 

image 

The insertion second combination is shown in Fig. 5. 

2). Extraction Process 

• Using the extraction steps of the CDMA method in DCT 

• Process the  watermarked image in blocks  

For each block  

• Transform block using DCT 

• Process next block. 

• Applying of extraction reversible watermarking method 

on the watermarked image1 to get an original image. The 

extraction process is shown in Fig. 6. 

D. The Contribution of the Proposed Method ver the Methods 

Discussed 

A comparison is made after achievement of the previous 

methods by comparing the all methods RW, RCM, CDMA-

SD, CDMA-DWT, CDMA-DCT, RW/CDMA-SD  

 

 

Fig. 5. Insertion RW/CDMA-DCT 

 

 

 

 
Fig. 6. Extraction RW/CDMA-DCT 

 
 

RW/CDMA-DWT and RW/CDMA-DCT. All methods were 

applied on IRM medical image. The comparison is made 

according to parameters PSNR, SNR, MSE and MAE. 

III. IMPLEMENTATION DETAILS AND RESULT 

A. Test Images 

An original bitmap image (256 x 256) is used. We have 

implemented eight algorithms and compared their results to 

investigate the performance of the algorithms based on PSNR 

values computed. The tests were performed for one type of 

medical images (IRM) coded on 256 gray levels, bmp format 

size 256x256. 

Fig. 7 is an example of image used for testing. We 

conducted tests on 10 IRM medical images:   
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Fig. 7. IRM medical image 

   B. Insertion and Extraction Data  

To insert the signature, the user must fill out the following 

input: 

• The signature: to insert in the original image.  

• The key: for hash the original signature.   

Upon insertion, the user gets the number of bits in the 

signature. This data is necessary for the detection phase. 

To detect the patient data the user must have: 

• The marked image: to extract the signature.  

• The key: for recover the original signature from the 

extracted signature. 
• The number of embedded bits.  

After the achievement of eight methods we compare them 

to evaluate the rate of evaluation of each it. 

C. Discussion 

The comparative analysis of the eight watermarking 

schemes has been done on the basis of noise and rotation 

attacks. Results of the individual watermarking technique have 

been compared on the basis of PSNR, MSE, MAE and SNR 

[4] given in equations (1) to (4). 

Images having high PSNR value are preferable. For a 

good image the SNR value must be high. 
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Where original image is  is watermarked image, 

M×N is the image size and x is the peak signal value of the 

original image. 

Table 2 shows that whatever the change in the size of the 

image, the PSNR value of the approach RW/CDMA-DCT still 

better than the value of PSNR of the method RW/CDMA-SD 

and RW/CDMA-DWT. 

Table 1: Comparison between the six methods 

 

 

 

Table 2: Ccomparison between different methods for medical image IRM of 

different sizes 

 

 

 

                   
                                  (a)                                             (a') 

 

 

                  
                                  (b)                                              (b') 

 PSNR SNR MSE EAM 
Properties of 

Security 

RW 49.17 33.10 0.786 0.40 Authentification 

CDMA -SD 40.50 24.43 5.79 2.34 
Integrity and 

Confidentiality 

CDMA  -

DWT 
54.21 38.14 0.24 0.43 

Integrity and 

Confidentiality 

CDMA-DCT 76.71 60.64 0.0014 0.00062 
Integrity and 

Confidentiality 

RCM 54.83 38.70 0.213 0.40 Authentification 

RW/CDMA-

SD 

 

39.37 23.29 7.56 2.47 

Authentification, 

Integrity and 

Confidentiality 

RW/CDMA-

DWT 
49.17 33.10 0.78 0.409 

Authentification, 

Integrity and 

Confidentiality 

RW/CDMA-

DCT 
75.76 59.76 0.00172 0.0009 

Authentification, 

Integrity and 

Confidentiality 

Méthode /taille 
128x128 256x256 

PSNR (dB) PSNR (dB) 

RW 49.28 49.17 

RCM 60.87 54.83 

CDMA-SD 40.48 40.50 

CDMA-DWT 54.21 54.21 

CDMA-DCT 58.08 76.71 

RW/CDMA-SD 39.37 39.37 

RW/CDMA-DWT 49.16 49.17 

RW/CDMA-DCT 69.74 75.76 
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                              (c)                                               (c')  

 

 

                   
                                   (d)                                             (d') 

 

 

                        
                                  (e)                                              (e') 

 

Fig. 8. (a) Original image, (a') histogram of original image, 
(b) Watermarked image after RW,(b') Histogram of watermarked 

      image after RW, 

(c) watermarked image after RW/CDMA-SD , (c') Histogram of 
      watermarked image after RW/CDMA-SD, 

(d) Watermarked image after RW/CDMA- DWT, (d') Histogram of 

      watermarked image after RW/CDMA- DWT, 
(e) watermarked image after RW/CDMA-DCT, (e') Histogram of 

      watermarked image after RW/CDMA-DCT. 

 

From the Table 1 and Fig. 8, we see that the approach 

RW/CDMA-DCT is effective to insert a signature in the 

medical image without much visual degradation. 

We also note that despite the change in the size of the image, 

the PSNR value of the approach RW/CDMA- DCT still better 

than the value of PSNR of the method RW/CDMA-DWT and 

RW/CDMA-SD. 

D. Noise Attacks on Watermarked Image 

The attack methodology on the watermarked image is based 

on the idea that an attacker does not have any access to the 

original image or the watermark image/signature. The attacks 

are, therefore, done on the watermarked image using only the 

watermarked image as input. The individual, i.e. attacker, 

likely has no idea if the attack worked or not so the results are 

not known to the attacker. With addition of salt and pepper 

noise, performance of watermarking scheme is analyzed. 

 

 

 
 

 

 

 

 

 

 

 

 
 

Fig. 9. Relation between size and image quality PSNR of different Methods 

1). Salt and pepper noise 

Fig. 10 (d), Fig. 11(d) and Fig. 12 (d), show the simulation results of 

watermarked image with salt and pepper noise at a gain factor of 0.02. 

E. Results of Noise Attacks 

 

              
                        (a)                                        (b) 

 

                  
                            (c)                                     (d) 

               

Fig. 10. RW/CDMA-SD: (a) Original image, (b) Watermarked image1 after 

RW, (c) Watermarked image after RW/CDMA-SD, (d) Noise Watermarked 

image 

 

CDMA-DCT 

RW/CDMA-DCT  
RCM 

RW 

CDMA-DWT 
RW/CDMA-DWT 

CDMA-SD 

RW/CDMA-SD    
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                             (a)                                  (b) 

 

    
                                        (c)                                  (d) 

                 

Fig. 11. RW/CDMA-DWT: (a) Original image, (b) Watermarked image1 

after RW, (c) Watermarked image after RW/CDMA-DWT, (d) Noise 

Watermarked image 

 

 

     
                                   (a)                                        (b) 

 

      
                                       (c)                                       (d)                                      

 

Fig. 12. RW/CDMA-DCT: (a) Original image, (b) Watermarked image1 after 

RW, (c) Watermarked image after RW/CDMA-DCT, (d) Noise Watermarked 

image      

 

Table 3: The performance analysis against noise attack 

 

 

    

 

 

 

 

 

 

 

 

 

 

 

     

The PSNR shown in Table 3 expressed in (dB) is 

calculated between the original image and noise 

watermarked image. 

F. Results of Rotation Attack 

Rotation attack is among the most popular kinds of 

geometrical attack on digital multimedia images [7] [5]. 

Three levels of rotation have been implemented. The 

original watermarked image is rotated by 90°, 180° and 

270° in clock wise direction. Figure 13 and Figure 14 show 

the rotation attack. The Table 4 shows the results of the 

rotation attack for all the eight watermarking schemes. 

 

         
           (a)                                             ( b) 

 

           
                                        (c)                                            (d) 

 

Fig. 13. The rotation Attack: (a) Original watermarked image, (b) 

Watermarked image after 90°  rotation, (c) Watermarked image after 

180° rotation, (d) Watermarked image after 270° rotation 

 

 

 
 

 

 

 

 

 

  

Fig. 14. Image quality PSNR of different methods for three levels of rotation 

Method PSNR(dB) MSE 

RW 47.64 1.119 

RCM 47.55 1.142 

CDMA-SD 47.42 1.176 

CDMA-DWT 47.77 1.085 

CDMA-DCT 48.37 0.945 

RW/CDMA-SD 47.35 1.194 

RW/CDMA-DWT 44.48 2..315 

RW/CDMA-DCT 48.34 0.952 

RW  

RCM 
CDMA-DCT 

RW/CDMA-DCT 

RW/CDMA-SD 
CDMA-SD                        

 



International Journal of Computer Science and Telecommunications [Volume 2, Issue 4, July 2011]                                           7 

 

 

 

 

 

 

 

 

 

Fig. 15. Image quality PSNR of different methods for three levels of rotation 

 

The PSNR values in Table 4, Fig. 14 and Fig. 15 show that 

the RW/CDMA-DCT technique has the greatest value for the 

PSNR value. This shows that the DCT domain watermarking 

is the best practice for the digital image watermarking 

purpose. 

Table 4: The Performance analysis against rotation attack 

 

IV. CONCLUSION 

This article proposed an efficient digital watermark scheme 

to increase security, Authentication, confidentiality and 

integrity of medical image and patient information, to transmit 

it via internet based on combining two watermarking 

techniques. First technique uses a reversible watermarking by 

combine the least significant bit and cryptography tools. 

Second technique uses the CDMA in frequency domain (DCT 

and DWT) and spatial domain.  

The watermark can be used to introduce the patient's 

information in a private and sure manner all while preserving 

the visual quality of watermarked image. 

The experimental results show that RW/CDMA-DCT is 

highly robust against several of image processing Operations 

such as salt and pepper noise. The simulation results shows 

that high quality image i.e. watermarked image with high 

PSNR is obtained by embedding the watermark in DCT 

domain than other techniques in spatial domain and DWT 

presented in this article. This paper focuses on the robustness 

of the watermarking techniques chosen from all the two 

domains of watermarking against rotation attack.  

The conclusion of the paper is that the combination the RW 

and CDMA in DCT domain watermarking technique is the 

best and most robust scheme for the watermarking of medical 

images. This work could further be extended to the 

watermarking Purpose of another digital content like colored 

medical image TEP. 
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