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Abstract— A land dispute involves conflicting claims to the 

ownership right of landed property by two or more parties that 

can be addressed within a legal framework. The advancements in 

networking and computing technologies have opened a gateway 

for the landowners to make any legal transaction on their landed 

properties, such as selling and conveniently transferring 

ownership through the internet. Despite all the advantages of 

digital technology advancement and the global use of the internet, 

the fraudulent act of manipulating digital content to compromised 

ownership rights is a common phenomenon in land conflicts. In 

this study, a scheme of multi-prover zero-knowledge arguments 

and outsourcing secret sharing has been proposed to solve land 

disputes. In this proof, participants only have to run a small 

amount of competition on their devices. Simultaneously, complex 

computation is sent to the cloud service provider for verification 

and construction. 

 

Index Terms— Outsource Secret Sharing, Homomorphism 

Encryption, Ownership Proof, Zero-Knowledge Interactive Proof, 

Land Dispute and Cloud Service Provider  

 

I. INTRODUCTION 

ONSIDER an application where digital certificate content 

is stored in the cloud. It becomes necessary to prevent the 

digital certificate from being falsified. Therefore, the most 

promising measure for ownership protection is to discourage 

people from forging ownership rights. One way to deter 

falsification is to make it detectable and highly punishable by 

law. If a person is accused of falsification by the owner, then 

the problem of ownership dispute arises. Considering such 

scenarios, previous proposals to resolve ownership right focus 

on resolving disputes using the watermark buyer-seller protocol 

[1]-[6]. Another way is to use the deduplication protocol 

proposed in the literature of [7]-[11]. The decision is made by a 

verifier (a judge, for example) after comparing numerous 

claims of ownership results from an ownership dispute. 

Generally, this result may not determine the rightful owner in a 

situation where the rightful owner is not participating in the 

argument. Besides, only a single claim of ownership is often 

faced by one and adapts to its rightfulness. Suppose a Fraudster 

obtains a digital copy, claims to be the rightful owner, and starts 

selling the land to another person without proof of ownership. 

An honest buyer purchasing the land will get into trouble when 

the rightful owner later detects the (Unpremeditated) used. In 

such a condition, proof of ownership is required. On the other 

hand, it guarantees the buyer that he obtains the right of 

possession of the land parcel. On the one hand, it makes the 

unauthorized selling or ownership transfer right (inheritance) 

complicated since honest buyers request ownership proof from 

the seller. In such a situation, the ownership proof should be 

transferable. For example, the new buyer (Lala) can show to 

another buyer (Titi) how Lala took good care of acquiring the 

property. All landowners are required to register with the 

appropriate authority who will issue a land certificate in return. 

One might think that it is insignificant to achieve proof of 

ownership when a registration center is involved. 

Nevertheless, the critical point is that ownership refers not 

only to a registered land but also to all related lands that are still 

to be registered. Generally, during the sale or inheritance of a 

land parcel, the following two primary conditions should be 

considered by the person in question: First, a rightful owner of a 

land certificate should perform ownership proof on the land 

parcel. Secondly, multiple registrations of the same land parcel 

have to be avoided by the appropriate authority. Otherwise, a 

falsifier may gradually modify a land certificate and register it 

under another name and hence be able to perform a fake 

ownership proof. 

In this paper, we present a model for ownership proof of 

digital land certificates as follows: we start by proposing an 

innovative secret sharing scheme, as shown in Fig. 1. During 

ownership transfer of a plot (selling or inheritance, for 

example), the land certificate is verified to convince the buyer 

that the land certificate presented is from a Bonafide certificate. 

In our proposer, secret shares are distributed to dissimilar 

shareholders (state authorities, landowners, and neighbors). 

The shareholders can get the secret justly with a small number 

of operations. While Costly computations are outsourced to a 

cloud service provider (CSP), and the CSP can gain no 

information about the secret. Besides, the reputation system can 

successfully prevent shareholders from colluding with the 

server. A zero-knowledge interactive proof scheme is 

performed during the resolution of a land dispute.  

When compared with earlier schemes, our proposed method 

has the following advantages:  
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1) The scheme can accurately check the malevolent behavior 

of shareholders or the server. 

2) Costly computations are outsourced to a CSP. With the 

CSP’s computational power, it can execute complex 

verification and homomorphic encryption operations, and 

the CSP will obtain no information about the secret. 

3) Through a combination with the zero-knowledge protocol 

(ZKP), a proposed interactive proof scheme using HTSS 

(hierarchical secret sharing scheme) can Counter-attack 

collusion between the shareholders and the server. Besides, 

ZKP proof of ownership competes with the act's state 

regarding security guarantees and performance. That is, 

our approach demonstrates proof of ownership without 

revealing any information about the secret. 

4) Shareholders can be added and remove from the scheme.  

We present preliminaries in section II. In section III, we 

construct a zero-knowledge interactive proof scheme base 

on outsourcing HTSS. In section IV, we indicate our 

proposed scheme's security, and in section V, we compare 

our method with conventional schemes. Finally, in section 

VI, we present the conclusion of our proposed scheme. 

 

 

 
 

Fig. 1. Flow chart of Land Parcel Registration 

II. LITERATURE REVIEW 

A. Homomorphism Secret Sharing  

Homomorphism secret sharing propose in [12] described the 

property of homomorphism secret sharing. There is a great 

need to securely store land data information to prevent theft of 

information and leakage. Secret sharing is an essential tool with 

many applications. [13], [14] proposed general ideas of secret 

sharing. Hierarchical secret sharing is the problem in which a 

secret is shared among groups of participants partition into 

levels depending on their authority. [15]-[17] presents 

important notions on (t, n) threshold secret sharing. 

Unfortunately, these schemes cannot prevent malicious 

behaviors. Also, only a single secret can be share at a time. In 

[18], the author introduced the notion of multistage secret 

sharing base on Lattice that can counter attack resistance. 

Participants' malicious behavior can be prevented by the CSP 

using the concept proposed in [19]-[21]. However, in the 

proposal, new participants cannot be added to the scheme. [22], 

[23] suggested the possibility of adding new participants into 

the scheme without changing the secret. Take for example two 

secrets B1 and 2B , shared by polynomials p(x) and p’(x). If we 

add the shares each ( ) ( ) ( ) niiipipif =+= 1,'
, ( )if  

can be viewed as a sub-share of secret 21 BB + . Suppose that 

we define B as the secret domain and φ as the shared domain. A 

set of functions  → BF t:1  can be calculated, where 

 nI ,..,2,1=  and tI = . Given a random set of t 

values
ii ii BB ,.., , we can define the following equation for the 

secret k : 

 ( )
tiiI BBFB ,..,

1
=  (1) 

for  ti iiI ,.,=  

Definition 1: Suppose that they are two operations ⊕ and ⊗ on 

the secret domain B and share domain Σ, respectively. That is;  

 ( ) ( )
t

t
iiIiiI BBFBBBFB ''' ,..,,,..,

1
1

==  (2) 

Then,  

 ( )
t

t
iiiiI BBBBfBB ''' ,...,

1
1

=  (3) 

From definition 1, Shamir’s polynomial is ( )++,  

homomorphic, which indicates that the sum of the secret shares 

is equivalent to shares of the sum. 

B. Hierarchical Threshold Scheme (t, n) 

Definition 2: Let A be a set of n participants and assume that A 

is composed of levels ioi
m = =  where = ji    

and A0 is the highest level for all mji 0 . Let ln  be the 

number of shareholders associated with level Al, we can 

obtain 
=

==
m

l

lnn
0

. Then, we can define a threshold 

lu  for ml ,..,0= , which satisfies 0 < k0 < ··· < km. In addition, 

we set   ml
m

i kkk == = ,K 0 , and k1 = 0. Then the (K, n) 

-hierarchical threshold access structure is; 

  




























=

mki

i

j

i ,..,1,0: ,

0

  (4) 

A corresponding (k, n)-hierarchical threshold secret sharing 

scheme, is a scheme that realizes this access structure. Which is 

a method of assigning each participant u secret share σ(u) 

of a given secret S such that authorized subsets V ∈ Γ may 

recover the secret from the shares possessed by their 

participants, σ(V) = {σ(  ): u ∈ V}, while the shares of 

unauthorized subsets V ∈/ Γ do not reveal any information 

about the value of the secret. 

Next, we describe the procedure for Birkhoff interpolation 

use to reconstructs the secret. The elements of jie , are 0 or 1 
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and  += 1, Ne ji . Not that there should be no empty row or 

namely an i for which 0, =jie for nji ,..,1,0, = . Supposed 

that,  lxx ,..,1= be a given set of l distinct points 

where lxx  ...1 . Then, the Birkhoff interpolation problem 

of Tassa that corresponds to the triplet cUE ,,  and given 

data 
jic ,

 one must find a polynomial f of degree t − 1, that 

satisfies the conditions: 

 ( ) 1,,

)( , == jijii

i ecxf  
(5) 

For each given set of the triplet ( )cUE ,,   there is a unique 

solution for each given set of 
jic ,  if and only if the determinant 

of ),,( cUED  is different from zero. Let 

   ttc xxxuuU ...,,,,1,.., 2

10 == −
 where 

j

ku  is the j -th 

derivative of ku for 1,..,0 −= tk . Then the matrix 

),,( cUE  is define as follows: 
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−

−
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..

),,(

111

t
jcjcjcjc

t
jjjj

t
jjjj

c

uuuu

uuuu

uuuu

UE   

Such that, the polynomial f(x) ∈ Rt−1[x] can be constructed 

as: 

 ( )
( )( )
( )( )

k
t

k c

ck x
UE

UE
xf 

=

= 


=

1

0 ,,det

,,det




 (6) 

where ( )ckUE ,,  is obtained from ),,( cUE  by 

replacing its (k + 1) -th column with the shares jic , . 

C.  Multi-Prover Zero-Knowledge Argument (MPZKA) 

MPZKA is an interactive proof that permits a group of 

shareholders or provers (P) to synchronously prove to a verifier 

(v) many times that they share a secret in such a way that V will 

not obtain any information about the secret. This group proves 

is either accepted or rejected by the verifier. MPZKA was 

equally studied in [24]. The zero-knowledge protocol has 

recently gained significant acceptance in [25]-[27]. In [28], 

secret shares were chosen from the finite filed and distributed to 

roadside units (RSU) and on-board units (OBU). In this 

protocol, a duplicate of each of the secret chosen from FG (q) 

was distributed to a group of RSUs (prover). The problem with 

this protocol is that a malicious RSU can decide to share the 

secret with another RSU, not in the group. In [29], the secure 

multiparty computation was used to solve the duplication 

problem. Unconditionally secure multiparty computation 

(MPC) was equally introduced in [30] and was subsequently 

studied in the literature of [31]-[33]. Our scheme assumes the 

presence of a trusted center that is involved in distributing 

secret shares to shareholders, as presented in Fig. 2. After 

distributing secret shares, the center becomes inactive or 

closed. The MPZKA scheme relay that a group of provers 

synchronously prove to a verifier V that they share a secret or 

that they do not share any secret without revealing any 

information about the secret. 

 

 
 

Fig. 2.  Outsource Secret Shearing 

III. ZERO-KNOWLEDGE INTERACTIVE PROOF 

SCHEME BASE ON OUTSOURCING HTSS 

In this section, combining ZKP and outsourcing 

computation, we propose a novel outsourcing ZKP interactive 

proof scheme base on HTSS for land dispute resolution. In the 

outsourcing HTSS protocol, t or more participants from 

different levels can reconstruct the secret. The zero-knowledge 

proof is performed later on during a dispute about the 

legitimacy of a land certificate. Our proposed scheme consists 

of six-phases, namely; an initialization phase, secret sharing 

phase, outsourcing phase, reconstruction phase, add and 

removed phase, and ZKP proof phase. In the initialization 

phase, we define some useful parameters. Thereafter, in the 

secret-sharing phase, the CSP distributes secret share to each 

participant, follows by verification information that is then 

broadcasted to the participant, and shareholders receive a 

random value to encrypt secret shares. Then shareholders send 

shares to the CSP, and after computation, the CSP returns the 

results to the Shareholders, where the CSP obtains no valuable 

information concerning the secret. Next, shareholders can 

receive the secret fairly during reconstruction. In the “Add” and 

“Remove” phase, shareholders can be added into the scheme 

(in a situation where landowners split the land and sell it to 

another person, for example), and a shareholder can be 

removed during the transfer of ownership right. Finally, the 

secret shares are used during the proof of ownership right. 

A. Initialization Phase 

A dealer randomly chooses two large primes p and q, such 

that ( )1/ −pq and g is a generator of the thp − order 

subgroup from ( )( )qFG  and H(X) is a one-way hash function. 

A secret S is shared among n participants ni pp ,..., split into 

different levels m ,...,0 . Considering that ln  is the number 

of shareholders associated with level Al and lt  is the threshold 

associated with level Al for miol ,...,,= . The identity of 
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participant
ljip ,
 is the pair (i, j) for lni ,...,1= , 1−= ltj  

and t1 = 0.  

B. Distribution of Secret to Each Participants 

A trustable dealer takes the following steps to distribute shares 

among all participants: 

1) The dealer selects random elements 11,..., −tbb  from the 

finite filed FG(q) to constitute a polynomial with t-1 degree 

polynomial  

 ( ) 
=

=
1

mod
t

v

v

i qxbxf  (7) 

where b0 = S is the secret value. The corresponding shares 

are ( )ifw j

i = , where  ( )if j
is the thj −  derivative of 

the polynomial f(x). 

2) The dealer randomly chooses 1−t  coefficients 

tbb '
0
' ,...,  from ( )qFG , and generate a polynomial with 

t-1 degree. 

 ( ) 
=

=
1

'' mod
t

v

v
i qxbxf  (8) 

where
'

0b  distributed to all participants is a random value 

from ( )qFG ) and the corresponding shares are 

( )ifw
j

i
'' = , 

3) According to the property of homomorphism secret 

sharing [34],[35] the share of each shareholder is  

 )()( '
,

'

,, ififww jj
jijiji ==  (9) 

4) The dealer distribute ( ))( 0, bHji  to the shareholders 

pi, j, for 1,,..,1 −== ll tjni  and .,...,0,1 ml =  where 

H(b0) is a one way hash function.  

5) The dealer broadcast verification information  

 1,...,0,mod
'

−==


tvpg vv bb

v  (10) 

C. Outsourcing Phase  

To manipulate digital land data, an authorized group of 

participants must agree by providing their shares to the CSP as 

follows: 

 

 
Fig. 3. An Example of a Digital Land Map 

1) An authorized subset of t participants sends
vji  ,,

 to 

the CSP. 

2) CSP runs a verification algorithm to check whether 

equation (11) is correct. 

 pgg xf
t

v

i
jv

v

v

ijv
ji mod)(

1

)!(

!
, ==

=










−

−




 (11) 

where 1,...,0 −= tv . 

3) If equation (11) holds then, CSP performs step (2) 

otherwise, the protocol is aborted, and the decryption 

behavior of pi is broadcasted. 

4) CSP use Birkhoff interpolation to reconstruct the secret 

 with any k points cUE ,,  such that  

 
( )( )
( )( )

k
t

k c

ck x
UE

UE
sxf 

=

= 


=

1

0

0
'

,,det

,,det
)(




 (12) 

from equation (12), the CSP can learn 

0
'

00
' )0( bbFs ==  and returns 0

's  to t active 

participants. 

D.  Decryption and Verification of Phase 

To achieve decryption and verification, each participant can 

obtain the secret by running a small amount of computation 

using the following steps: 

1) The shareholders can obtain secrets by computing  

 0
'

0 bbs =  

2)  Each participant then verifies the correctness of its 

share by checking if ( ) )(0 shbh = . If it is correct, then the 

computation of CSP is correct. Otherwise, the result is 

wrong. 

a) Example 1: 

We start by defining a neighbor, in a cadastral survey, a 

neighbor is a person that shares an edge or vertices of a land 

parcel with another person. Fig. 3. shows the demarcated land 

parcel (a, b, c, d, e), This example assumed that there are two 

landowners, three state authorities and 7 neighbor (K, L, M, O, 
S, Q, R) defined as [k0, k1, k2] = [2, 3, 7], where km = k2 = 7. 

1) The dealer selects random values (a0, a1..., a6) from 

finite filed to construct a polynomial of degree 6 such 

that  

 ( ) +=
6

0 mod
v

i

i qxaaxf  (13) 

where a0 is the secret.  

2) The dealer then distributes shares ji,  to all 

participants as presented in table I with g0 belonging to 

landowners of the land parcel (a, b, c, d, e), 1g  

belonging to state authorities, and 0g  to neighbors. 

These neighbors are determining from Fig. 3.  
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3) The secret 0b  is computed using H (E, X, Uc) and H (E, 

X, U0). 

 





























==
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UEH c

 

(14) 

TABLE I 

SECRET SHARE DISTRIBUTION 

Participants Shares ua Share ub shares (Uc) 

p1 ∈ g0 F(p1) G(p1) F(p1)⊕G(p1) 

p2 ∈ g0 F(p2) G(p2) F(p2)⊕G(p2) 

p3 ∈ g1 F2(p3) G2(p3) F(p3)⊕ G(p3) 

p4 ∈ g1 F2(4) G2(4) F(p4)⊕ G(p4) 

p5 ∈ g2 F3(p5) G3(p5) F(p5)⊕ G(p5) 

p6 ∈ g2 F3(p6) G3(p6) F(p6)⊕ G(p6) 

p7 ∈ g2 F3(p7) G3(p7) F(p7)⊕ G(p7) 
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(15) 

E. Adding a New Participant 

Here we consider a situation where a landowner wants to 

split a piece of land and sell or give it to another person, thereby 

introducing a new neighbor. New neighbor (s) can be added 

using the add algorithm, as presented below. 

Definition 2; let Γ be an access structure arranged in different 

groups ( )iGG ,...,0 and ht the threshold of group hG  

for lh ,...,0= . Consider a secret S, a group of shares Ω, and a 

set of participants P where the pair ( )ji,  is the unique 

ID of participant jip , , such that ( )hlh ttjtj −== −1  

and =W .01 =−t  Therefore, we can define the 

algorithms add, reset, reconstruct as follows: 

a) Add algorithm 

 It takes as input a set of shares w ,...,1  held by a subset 

=W of participants, and the ( )'' , jiID of the new 

participant. If W is unauthorized, that is W /∈ Γ it outputs φ 

otherwise, W ∈ Γ and participants compute )(: '

,

'

'' if j

ji
=  in 

a distributed manner. That is, each participant 

Wl  performs the following steps: for .,...,1 wl =  

1) The derivative of each participant’s partial Birkhoff 

interpolation polynomial at 
'ix = is computes as   

 ( )
( )
( )

'

,1

,1

'

'
,,(det

,,(det
1

1

'
1

)!(

! jv
UE

UE
l

t

jv

lj i
jv

y cvl

ckvl
−




+−

−

=

−

−

−
−

=  




  (16) 

where thji −= ''
is the derivative of its partial Birkhoff 

interpolation polynomial. 

2)  Each ip  randomly splits the result into w values such 

that; lwlly ,,1 ...  ++= and sends lw,  to the CSP. For 

,, Wp jm   for wm ,...,1= and lm  using a secure 

network. 

3) CSP collects all values lw,  received and computes 

 
=

=
w

m

mll

1

,:   (17) 

4) CSP sends
l  to the new participants '' , jip through a 

secure network and broadcasts 10 ,..., −tcc that was receive 

from the sharing algorithm. 

5) The new participants '' , jip computes it shares ''
'

ji  

by adding all values l   such that; 

 
=

=
f

l

l
jii

1
','

  (18) 

6) The correctness of share is verify using the following 

equation:  

 
)('

1

)!(

!
,

''

'

'
''' xfjv

t

jv

jv

v

v

j j
i gidg = −

−

=

−


 (19) 

a) Example 2  

In land registration we consider three groups of participants 

namely, landowner, state authorities and neighbors. Share of 

each participant can be generated by the dealer as follows; 

Consider that participant form each authorized group (G1, G2 

and G3) provide their secret share to the CSP and CSP generate 

7mod8511)( 2xxxf ++=  that 

is, 8,7,3 321 ===    

The add algorithm can create a share for a newcomer (P4) as follows: 
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1) Each participant Pi privately computes   

7)23)(13)(24)(14(13

6)32)(12)(44)(14(4

4)31)(34)(24(7,

33

22

11

=−−−−=

=−−−−=

=−−−==





 ii

 

2) Each 
ip  randomly split the results and exchange them, as 

shown in the share-exchange matrix .tt .  

3) Participants then compute and send 

8,3,5 321 ===   to P4. 

4) P4 adds up these values to compute 4
'p  share 164 =  

















===

===

===

= 

322

411

11212

332313

322212

3111








tt

 

F. Remover of a Participant 

Here we consider a situation where a landowner wants to 

transfer ownership of the plot to another person. Now, the old 

landowner (Titi) is removed from the scheme and replaced with 

the new owner (Lala), or during plot fusion, a neighbor can be 

removed. In other to remove a participant, we use the reset 

algorithm. This algorithm takes as input a set of shares 

 nppP '
1
'' ,...,=  belonging to V ⊂ P of the participant, with 

their respective unique ( )'' , jiID . That is, each old participant 

 l  performs the following steps: for vl ,...,1= . 

1) Each participant 
ip  computes its partial Birkhoff 

interpolation coefficient. 

 

( )
( )

( )( )

( )( )
( )( )
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−
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−

c
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ckl

UEd

uEd
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UEd
l

ll

b

b

,,

,,2

1,

,,

),,(
1

0,

1,1

0,1

)1(

1













 (20) 

 

2) Each participant constructs a polynomial 

( ) 1
1,

'2
2,

'
1,

''' '

'
0,

,..., −
−+++= t

tllll xaxaxaaxf
l  

 of degree t’ − 1, where ( )1,1,
'

0,0,
'

−− == tltlll aaaa  is the 

partial Birkhoff interpolation coefficient and 

)(,..., 1,
'

1,
'

' qFGaa tll −  is randomly selected. 

3) Each participant computes 1,0, −+= tll aaf  

4)  Each participant then computes sub-share '', lil
  for 

such that 

 )( '

,,

'

;' if j

jil
 =  (21) 

5) Next, each participant sends sub-share '' ,, jil
  to 

participant Pp ji '' ,
'

 using a secure network and 

broadcasts the audit data, composed of commitments to 

each coefficient of polynomial 
kla

ll gkxf ,:,)( '' ==  ,  

for 1,...,0 ' −= tk and commitment 

( )m

t

m gg == −10   of the old polynomial f(x).  

6) Each participant erases it shares from the previous time 

period and compute it final new share form the secret 0b as 

'

, '' Pp
ji
 and computes its share '' ,, jil

  by adding all 

sub-shares '' ,, jil
 ωl,i0,j0 received as; 

 
=

=
v

l
jil

ji

1
,',

,
'

''
'' :   (22) 

 

7) Each participant can verify the correctness of it share 

as follows:  

1) Each new participant 
'

, '' Pp
ji
  checks the function value 

of each polynomial  
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1

)!(

'
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'
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igg jf
t
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i
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jk
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 (23) 

for rl ,...,1=  

2) Each participant checks whether the free coefficient (last 

coefficient) of all polynomials ( )'' if l  leads to the original 

secret Ss  

 

















=
−−

=

v

l
tlt

v

l

l

1
1,1

1

0,
'

0

'

,





 (24) 

3) If equations (23) and (24) are satisfied, it accepts '' ,, jil
  as 

its valid share otherwise it rejects the response. 

G. Reconstruct Phase 

It takes as input shares held by a subset V ⊂ P of the 

participant. If V ∈ Γ, it outputs m ∈ M and reconstructs the 

secret using Birkhoff interpolation it outputs φ otherwise. 

Having access to the original audit data, it is possible to verify 

whether the reconstruction of the secret s ∈ S is a correct 

opening value for commitment ( )110

10
−== −

t
a

t

a
gg  , if 

it is possible to verify whether the reconstruction of the secret 

Ss is a correct opening value for commitment ( )10 −t  

that is ( )10 − t

ss gg  . 

H. Multi-Prover Zero-Knowledge Argument. 

In this section, we consider the falsification of a land title of a 

particular piece of land. Each of the claimers has to prove in a 

law court which one of them is the rightful owner of that land 
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parcel. Using multi-prover zero-knowledge argument in such a 

way that the Lawyers (Verifier) do not learn anything about the 

secret as follows: 

1) The dealer use secret 0b to calculate pgh
b

mod0=  

 such that the verifier who gets p, q, g, h can verify that p, q 

are prime and that g, h are of other q.  

2) Supposed that a group of participants has come to 

present themselves as witnesses by pooling their 

shares
jiy ,
, such that every shareholder has a secret input  

jisi yY ,=  . Then, the t active participants have to run the 

secure multi-party computation  (SMC) for a function 

stsi yy = , where )0(fy = and 

( )( )
( )( )c

ckl

UXEd

UXEd
l

lli wbc
,

,,(
1

0,

0,1

)1(



−

−

−== as in equation (20) 

3) After running the SMC protocol, ever shareholder has a 

secret iH such that 
=

=
t

r

ii pHbY
0

mod where 

nibi    can publicly be computed [40]. 

4) One or more attackers may randomly choose 

( )1,...,1 −− ti cct  from GF(q) and generate a polynomial 

with t-1 degree  

 
−

=

=
1

0

mod)(
t

r

r

i qxcxg  (25) 

where 
0cS =

 is the secret.  

5) The attacker then repeats section III B above and 

distribute secret shares to participant ip '
.  

Next, the attacker repeats section III C and obtain 

0

' cSS = 
.  

6) Finally, the attacker repeats step a-b in section II G and 

obtain a secret ih for every ip '
. 

7) During the resolution of a dispute, every ip '
, ip  

chooses randomly a number is  and pi Zu   and compute 

pgt is

ji mod, =  where ip '
, ip  are participants from 

the malicious landowner and the rightful landowner 

respectively and send jit , to v , for .,...,2,1 ni =  

8) V chooses a random number using nonlinear feedback 

shift register (NLFSR) [35] in   0,1m and sends it to 

every ip  respectively. 

9) ip  computes qbymsd iii mod)( 0
'−−= .and 

sends id   to v , for ni ,...,2,1= . 

10) v  accepts that ip  share a secret Y  such that 

hgY =  else, v  rejects the response. Note that the verifier 

can only be convinced that ip share 0s after a certain 

number of rounds and step 8), 9) and 10) is repeated forever 

ip '
 . 

IV. SECURITY ANALYSIS 

In this section, we analyze the security performance of our 

proposed scheme as follows: 

Theorem 1. In our proposed scheme, any t−1 or fewer 

participants get nothing about the secret. 

Proof: in our scheme, any t − 1 or fewer participants from 

different levels can cooperate by providing their share 
ji,  for 

1,,...,1 −== hh tjni where moh ,...,= but, they cannot 

obtain the secret b0 because the Birkhoff interpolation requires t 
values to determine the unique solution. In addition, The CSP 

does not know any valuable information about b0. The scheme 

protects the participant’s privacy since the CSP knows nothing 

about the input and output of ip . The share sent by an 

authorized set of ip  to the CSP is encrypted; thus, the CSP 

cannot obtain any valuable information about 0b . In [13], it 

was proven that perfect security of hierarchical secret sharing 

holds for the (K, n) where 0, == ji
mkK   and that mkk = . 

To add a new participant, '' , ji , each existing 

participant Wl   of an authorized subset 

W computes )( '
'

if
j

l . During this operation, this 

sub-share of participants leaks no information about their own 

share as they randomly split and distributes secret share to the 

other participants. But confidentiality is preserved as a 

participant only forwards the sum of all values received while 

hiding the individual sub-shares. The additive property of 

homomorphic used during distribution of sub shares and the 

polynomials use in secret sharing guarantees accessibility. 

Theorem 2: Participants and CSP use public verification 

information to verify the correctness of shares, and the 

malicious behavior of participants can be noticed in time. 

Proof: the correctness of shares l can be verified by using 

public verification information of each participant ji , and the 

commitment rc to its share ji,  using the commitments 

received as follows:   

( )

−

=

−
==

1
)(!

)(
t

jk

jfjk

kr igd  where kd is the commitment to 

coefficient kd  for 1,...,1,0 −= tk . Thus, by verifying 

jic

r gp ,  the correctness of its share can be checked. 

In our proposed approach for zero-knowledge proof, 

shareholders' secret value cannot be revealed to any other 

shareholder or verifier even if shareholders exchange their 

secret shares as shareholders use SMC protocol in the 

interactive poof to jointly compute the secret over their inputs 

(secret shares) while keeping their secret shares private to them. 

Therefore, the privacy of all shareholders is maintained. 
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Fig. 3. Outsource Secret Sharing, Hierarchical Threshold Secret Sharing and 

Outsource Hierarchical Threshold Secret Sharing on various values for α with µ 
= 2−α in a plain state. 

A.  Security Complexity Analysis 

 In other to compare the quality of our proposed algorithm, 

we select two parameters α and µ and set 
 2= . At the same 

time, we consider that the algorithms' input/output has the same 

precision bits. Next, the dimension is fixed at 217=N , and 

the initial cipher text is set to modulus hq up to 
22502  in other 

to achieve 128-bits according to Albrecht’s LWE estimator 

[36]. In all the experiments, the initial modulus is set such that 

10log +  According to [37], the scaling factor bit-length 

)(  can be set to about 40. The most important factor 

affecting the running time is the depth because the 

computational cost of a homomorphism differs for each level. 

Next, we analyzed the encryption security performance 

matrices base on its throughput. Knowing that the higher the 

throughput of an algorithm, the better it is secured. 

Encryption: for the encryption matrix, throughput is the 

average of total plain text divided by the average encryption 

time. In general, secret sharing schemes use a random variable 

measure in bits. To distribute a secret of one-bit, one 

polynomial ( ) with a threshold t participants, it requires 

( )1−t random bits. To distribute a secret of length n bits, the 

entropy of ( ) nt 1− bits is required. Therefore, the throughput 

can be deduced as: 

 

timenalcomputatio

Entropy
Throughput=  

(26) 

V. PERFORMANCE EVALUATION 

The performance evaluated was on an Intel(R) Core(TM) 

i5-3337U CPU @ 1.80GHz 1.80 GHz, 10 GB RAM, 64-bit, the 

server, and all hosts were running on the same computer in 

other to ignored network latency. Table II shows the time 

verification and time reconstruction of the secret. Table III 

shows our proposed schemes compared with conventional 

schemes. [34] proposed an outsourcing secret sharing scheme, 

but this scheme cannot be used in the hierarchical model. 

Homomorphism encryption and outsource secret sharing 

equally proposed in [35] with the additional ability to add and 

remove participants. Tassa [16] proposes a hierarchical secret 

sharing scheme, but the scheme requires that shareholders have 

a device with high computational power. Traverso [22] 

proposed a hierarchical verifiable and dynamic scheme that 

adds, removes, and renew secret shares, which can detect 

invalid secret shares, but it does not guarantee fairness; besides, 

the communication cost is high. [38] proposed a secret sharing 

scheme that guarantees fairness. In our proposed method, the 

protocol is executed only once; shareholders only have to run a 

small amount of decryption and verification with 0(1) 

communication cost. Fig. 5 shows that HTSS requires much 

less depth and complexity than OSS, and those of OHTSS are 

even smaller. The difference between the algorithms in terms of 

depth is that depth grows up as α increases. Fig. 6 shows the 

runtime of secret verification. It is visible that as the number of 

participants increase, the runtime grows exponentially. This 

time varies from 291.52 to 9576.24 according to the test results. 

Fig. 7 shows the reconstruction time complexity between our 

proposed and conventional schemes with the different file 

sizes. Fig. 8 shows the time to reconstruct the secret and return 

the result to the participants and the time taken to distribute the 

secret to each participant. It shows that the run time grows 

linearly as the number of participants increases with variable 

file size. It can be seen that the time increases as the size of the 

file increases. The fair secret sharing scheme proposed in [38] 

requires multiple rounds and cannot operate effectively on low 

computational complexity devices. However, [34] proposed an 

outsourcing secret sharing scheme that permits participants to 

perform the decryption operation only with O(1) computational 

cost. In contrast, the complex computation operation is sent to 

the CSP. It equally requires a dealer (trusted third party). But 

the outsourcing scheme was limited to only one level. In [16], 

the author presented a hierarchical secret sharing scheme with 

the flexibility to divide participants into groups depending on 

their authority with a high computational cost. In Fig. 9, we 

explained the difference between our proposed OHSSS and the 

conventional OSSS in terms of throughput. We can see that our 

proposed scheme is better to secure compared to the traditional 

method. 

On the contrary, in our proposed scheme, the protocol needs 

to be executed only once. The complex operations are sent to 

CSP, and the participant only has to run a small amount of 

verification and decryption. We can also use the add and delete 

algorithm proposed in [22] to add new participants to our 

scheme without changing the original secret. Furthermore, 

participants can be removed from the scheme in a case of 

transfer of land ownership right. Our scheme equally provides 

an interactive proof system for any verifier to verify that an 

authorized set of participant shares the secret without getting 

any information about the secret 0b . 

 
Fig. 4. Time taking by participant to Verify the Secret 
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Fig. 5. Reconstruction Time Complexity Between our Proposed and 

Conventional Scheme with different file size. 

 
Fig. 6. Reconstruction and Distribution Time Complexity with Variable File 

Size. 

 

 
Fig. 7. Comparing Security level of OSSS and OHSSS 

VI.   CONCLUSION 

Combining hierarchical threshold and outsourcing 

computation property, we propose an OHTSSS protocol base 

on homomorphism. This permits computationally weak 

participants to obtain the secret with only a small amount of 

operations. Simultaneously, expensive reconstruction and 

verification computation is outsourced to a CSP, and the CSP 

cannot learn anything about the secret. Participants can also be 

added or removed from the scheme using the add and delete 

algorithm without changing the original secret. Moreover, CSP 

and participants' malicious behavior can be accurately checked 

on time, and no multiple interactions are required between CSP 

and participants. In the second phase of this paper, a secure 

multi-Prover zero-knowledge argument was used to prove that 

all active participants actually shared the secret. Although our 

scheme has been proven to be more performant than the 

conventional method, the calculation investigated an increase 

of time complexity as the number of participants increases 

compared to the conventional method. The theoretical analysis 

of our proposed scheme demonstrated that Security 

requirements are satisfied. Also, our computer simulation 

results demonstrated that our scheme is more secure compare to 

the conventional scheme. 
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